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KNOWSLEY TOWN COUNCIL

Bob Whiley Community Centre, Shop Road
Knowsley Village, Merseyside L34 OHD
Tel: 0151 548 4545
Email: jane.thomas@knowsley.gov.uk

Dated this Day of 4" February 2026

To the Members of the Finance and General Purposes
Committee

YOU ARE HEREBY SUMMONED TO ATTEND a meeting of
the Finance and General Purposes Committee, to be held on Tuesday 10 February
2026, in the Community Pavilion, Pool Hey, Stockbridge Village, Committee Room,
commencing at 4.00 p.m. ..

(o] itt

Clir D Baum, Clir M Burke, CLr B Donnelly, Clir ] Donnelly (Chair),
Clir N Joseph (Vice-Chair), Clir L O’Keeffe,

Clir L Tomlinson
Clerk of the Council
AGENDA

1. . APOLOGIES
2. DECLARATION OF INTEREST

In accordance with Standing Orders 1 .19.1,1.19.2, members are
invited to indicate any interests they may have in r_elation to items on the
agenda for the meeting.






KNOWSLEY TOWN COUNCIL

To: The Chairperson and Membe(s of the Town Council
Meeting: 10® February 2026
Report of the Clerk of the Council and Responsible Financial Officer

FINANCIAL MATTERS
OCTOBER TO DECEMBER 2025

1. PURPOSE OF REPGRT

Members are asked to review the revenue and expenditures, along with the analysis of
the Town Council’s budget and bank balances for the third quarter of the 2025 finan-
cialyear, covering the period from October to December. -

2. RECOMMENDATIONS FOR MEMBERS

ber 2025 and make appropriate resolutions,

b) * Review the Third Quarter Budget Report and Bank Balances and make
appropriate Resolutions

3. REPORT

a) ' Appendix 3 provides details of the Revenue / Expenditures for members to
consideration.

‘ b) Appendix 4 presents the financial position of the Town Council for the
third quarter as of 31 December 2025, for members' consideration,

4. APPENDICE

Appendix 1: Revenue / Expenditure 2025/26
Appendix 2: Third Quarter Budget Report 2025/26

Jane Thomas - Clerk of the Council and Responsible Financial Officer

. a) col ISIDER Revenue / Expenditures 2025/26 forthe period October to Decem- -
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1.1

1.2

2.1

2.2

3.1

3.2

KNOWSLEY TOWN COUNCIL
To: The Chairpersbn and Members of the Finance and General Purposes Committee
Meeting: 10 February 2026

Report of the Clerk of the Council and Responsible Financial Officer

REVENUE ESTIMATES & PRECEPT 2026/2027

BAGCKGROUND

The purpose of this report is to advise Members of the proposéd budgetary requirements
for the forthcoming financial year 2026/2027, based upon information available as of
December 2025. '

The revenue estimates have been prepared having regard to the ongoing operational
requirements of the Town.Council, planned service delivery, and anticipated levels of
‘income, while ensuring fmanmal sustainahility and the malntenance of adequate

reserves.

The activities of Khowsley Town Council are principally funded by the precept; together
with income generated from lettings and interest received on balances held.

REVENUE FROM THE ISSUE OF PRECEPTS

Knowstey Town Council, as a local precepting authority, issues a precept for each
financial year on Knowsley Metropolitan Borough Council in accordance with the Local
Government Finance Act 1992, The precept must state the Town Council’s budget
requirement for the forthcorning financial vear.

There is a statutory duty to issue the precept by mid-February in the financial year
preceding that for which it is issued. Timely submission enables the bltimg authority to
complete Councit Tax calculations within required timescales.

PAYMElNT OF PRECEPTS BY THE BILLING AUTHORITY
The Local Authorities (Funds) (England) Regulations 1992 make detailed provision for the
‘payment of precepts by the billing authority, including interest arrangements should

payments be made late.

Knowsley Metropolitan Borough Council pays the precept in instalments during April, in
accordance with the above Regulations.
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4.

4.1

4.2

4.3

5.1

5.2

5.3

5.4

B.5

5.6

5.7

CALCULATION OF BAND “D” PRECEPT - o

The Band “D* equivalent precept is calcutated by dividing the Town Council’s net budget
reguirement (precept demand) by the number of Band “D” equwalent properties on the
tax base.

For 2026/27, itis proposed that the Band “D” precept remains at £'I 18. 52 representmg a
standstill precept with no increase for residents.

For a Band “D” property, the Town Council element of Council Tax for 2026/27 will -
therefore be £118.52 per annum, equivalent to approximately £2.28 per week per
household.

BUDGET ESTIMATES 2026/27
The budgat requirement has been calculated in accordance with the Local Government
Finance Act 1992. The precept demand represents the difference between the Town

Council’s planned expenditure and anticipated income for the year.

The table below provides a comparison of recent financial years, including the precept

-demand and Band “D” equivalentcharge: . ... . ... .. .0 0 _

IFinancialYear ” Precept Demand (£) ” Band “D* Equivalent (£) f
| 2024725 | = 333,995 | 118.52, |
i 202526 | 337,545 i 118.52 i}
| 2026027 | 336,715 | 11852 |'

Members will note that the Band “D” charge has remamed unchanged for the ’Ehil‘d
consecutive year,

The estimated tax base for 2026/27 has decreased from 2,848 1o 2,841, representmg a
reduction of 7 Band “D” equwalent properties.

Despite the reduction in the tax base, the proposed budget has been prepared 1o
maintain service delivery while retaining a standstill Band “D” charge.

The budget for 2026/27 is considered affordable and sustainable with expenditure plans
supported by adequate general and earmarked reserves in line with best practice

gu:dance

Detailed budget estimates, together with a comparison against the current year’s budget
and anticipated outturn, and explanations of significant variances, are provided in the

supporiting appendices.
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6. INCOME

6.1 Town Council income for 2026/27 is generated from the following sources:

,a) Precept demand
b} Lettings and hire income
¢) Bankinterest

6.2 Income projections have been prepared prudently, recognising that lettings and interest
income can vary year on year. :

7. ESERVES

7.1 Thelevel of general and earmarked reserves has been reviewed as part of the budget-
setting process.

7.2 Reserves are considered adequate to meet known commitments and financial risks, in’
accordance with the Accounts and Audit Regulations 2015 and the SAPPP Practitioners’

Guide (2025 edition).

8. - EARMARKED RESERVES ~REALLOCATION OF FUNDS - -

8.1 As partof the annual budget-setting process, a review of the Council’s earmarked -
reserves has been undertaken to erisure that balances remain appropriate, relevant, and
aligned'with current and future priorities, in accordance with best practice guidance.

8.2 Members are advised that the Heatth & Safety Management and Operations Earmarked
_Reserve is no longer required for its original purpose, and it is therefore proposed that

this reserve be formally closed.

8.3 Itis proposed that the remaining batance of £2,5£)O held within this earmark be
reallocated to another named Earmarked Reserve, to support the Council’s ongoing
financial planning and the delivery of agreed priorities.

8.4 This reallocation represents a movement between earmarked reserves only and does niot
impact upon the Council’s General Reserve or the proposed precept for 2026/27.

'

8. RECOMMENDATIONS'

Members of the Finance & General Purposes Committee are asked to:

a) NOTE the contents of the report.
b)  RECOMMEND to Full Council the approval of the Revenue Budget for
2026/27, as set out in the report and supporting appendices.
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9.

c) RECOMMEND to Full Council the issue of a precept for 2026/27 based on a
Band ‘D’ Council Tax charge of £118.52, representing no increase on the
previous year. '

d} RECOMMEND to Full Council that the Health & Safety Management an
Operations Earmarked Reserve be closed and that the balancé of £2,500 be
reallocated to a nominated Earmarked Reserve, as detailed in appendices.

APPENDICES

e Appendix3! Revenue Budget 2026/27
o Append.xﬁ%xecept Options 2026/27
o AppendixB: armarked Reserves to be Carried Forward 2026/27

Jane Thomas -Clerk of the Council and Responsible Financial Officer
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APPENDIX 5

1. Furniture, Fixtures & Fittings

*  Opening allocation (2025/26): £1,800
¢  Spentto date (2025/26): £0
¢  Anticipated batance at 31/03/2026: £1,800

This reserve includes £1,000 carried over from 2024/25 and £1,800 allocated in
2025/26, giving a projected balance of £2,800 on 31 March 2026 (if unspent). It is
recommended that a further £200 be added in 2026/27, bringing the reserve to
£3,000, subject to budget approvat.

2. Elections

¢ Opening allocation (2025/26): £2,000
» Spentto date (2025/26): £0
* Anticipated balance at 31/03/2026: £2,000

This reserve includes £2,000 carried over from 2024/25 and £2,000 allocated in
2025/26, giving a projected balance of £4;000 on 31 March 2025 {if unspent). ltis
recommended that a further £2,000 be allocated in 2026/27 to facilitate election
costs due in 2027, bringing the reserve to £6,000, subject to budget approval.

.,_.‘.....,,3‘.MUGA. e e

¢  Opening allocation (2025/26): £3,000
* Spentto date (2025/26): £0
* Anticipated balance at 31/03/2026: £3,000

This reserve includes.£12,000 carried over from 2024/25 and £3,000 allocated in
2025/26, giving a projected balance of £15,000 on 31 March 2026 (if unspent). It is
recommended allocating an additional £3,000 for 2026/2027 to facilitate match
funding for future projects; bringing the reserve to £18,000, subject to budget
approval,

4. Signage / Notice Boards

»  Opening allocation (2025/26): £2,000
¢ Spentto date (2025/26): £0
* Anticipated balance at 31/03/2026: £2,000

This reserve includes £1,970 carried over from 2024/25 and £2,000 allocated in
2025/26, giving a projected balance of £3,970 on 31 March 2026 (if unspent). it is
recommended that a further £200 be added in 2026727, bringing the reserve o
£4,170, subject to budget approval.
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Knowstley Town Council - Earmarked Reserves to be Carried Forward 2026/27  Appendix 5

5. H&S Management and operations

Opening allocation (2025/26): £1,500
Spent to date (2025/26): £0
Anticipated balance at 31/03/2026: £1,500

This reserve includes £100 carried over from 2024/25 and £2,400 allocaled in
2025/26, giving a projected balance of £2,600 on 31 March 2026 (if unspent}. it is
recommended to close this budget head, and any underspend will be transferred
into another nominated Earmarked reserves.

6. War Memorial

Opening allocation {2025/26): £1,000
Spent to date (2025/26): £0
Anticipated balance at 31/03/2026: £1,000

This reserve includes £5,000 carried over from 2024/25 and £1,500 allocated in
2025/26, giving a projected balance of £6,500 on 31 March 2026 (if unspent). It is
recommended that a further £1,000 be added in 2026/27, bringing the reserve to
£7,500, subject to budget approval,

7. Longview/Hillside Capital project

Opening allocation (2025/26): £15,000
Spentio date {2025/26): £0
Anticipated balance at 31/03/2026: £15,000

This reserve includes £15,000 carried over from 2024/25 and £15,000 allocated in
2025/28, giving a projected balance of £30,000 on 31 March 2026 (if unspent). it is
recommended that a further £15,000 be added in 2026/27 to continuing the
attocation of funds to for the Capital project, bringing the reserve to £45,000, .
subject to budget approval.

2024/25 EARMARKED RESERVES AT 315" MARCH 2025 C/F £37,070.

2025/26 EARMARKED RESERVES AT 315" MARCH 2026 C/F £36,700.
TOTAL EARMARKED RESERVES AT 315" MARCH 2026 C/F  £73,770
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Item 7

KNOWSLEY TOWN COUNCIL

To: The Mayor and Members of the Town Council

Meeting: 10 February 2026

Report of the Clerk of the Council and Responsible Financial Officer

Amendment to Terms of Reference - Finance and General Purposes

Committee

URPOSE OF THE REPORT:

To epprove an amendment to the Terms of Reference for the Finance, General Purposes
and Policy Resources Committee to include delegated authority for administering
expenditure from the Mayor’s Charity Fund.

2. RECOMMENDATION:

3.

4.1,

4,2,

5.

a) APPROVE the amendment to the Finance, General Purposes and Policy Resources
" Committée’s Terims of Refererice to include délegated authority in rélation to the
Mayor’s Charity Fund.
b) AGREE to immediate and apply to all funds held for the 2025/26 civic year onwards

REPORT

Following the adoption of Section 9A of the Council’s Financial Regulations, which sets out
the financial controls for managing the Mayor’s Charity Fund, it is necessary to reflect this
responsibility in the Terms of Reference for the Finance, General Purposes and Policy
Resources Committee.

PROPOSED AMENDMENT

Proposed amendment, add the following clause to the Committee’s Terms of Reference:
**“15. Acting under delegated authority, to consider and approve expenditure from the
Mayor’s Charity Fund, where such funds are held by the Council for the purpose of
charitable/community support during the Mayor’s civic year, and where such expenditure is

within the criteria set out in the Councit’s Financial Regulations.”

This delegation enables the Committee to authorise spend above the Clerk’s £500 limit, in
line with governance and audit requirements.

APPENDICE
Appendix 6: Terms of Reference - Finance & General Purposes

Jane Thomas - Clerk of the Council and Responsible Financial Officer
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10.

11.

APPENDIX &

TERMS OF REFERENCE

FINANCE & GENERAL PURPOSES COMMITTEE

{Under the Local Government Act 1972} to observe all Town Council Financial
Regulations.

Acting under full delegated authority (in accordance with the Local Government
Act 1972) to consider the Town Council monthly and quarterly budget spending
reports. - :

Acting under full deleg_ate_d authority (_ih"a'c:{_:_ordance with the Local Government
Act 1972) to considerand review all fees and charges relating to the hire of town

council facitities: . -+

Acting under full -detgéga't_;éd :a_uiﬁp'r_it_y (ip_'_ép_qpprdé’rgc_e Wit'h:t'he Local Government
Act 1972), to consider and d_éqidg}fupﬁh;au?app‘lications for block bookings (as
defined by the independent auditor’s letter to the CdunCil_‘da'ted 29 April 2010) of

Town Council facilities

Acting un’d'er'_fUlL delegated authority (in accordance with the Local Government

- Act 1972), to review the procedu res,-criteria, guidelines, and application forms .

for the atlocation of Town Council grants and sponsorship.

ACting-pnder full delegated aut‘h’dri_ty_(i_n accordance with the Loﬁal Government
Act 1972}, to exercise the functions of the Town Councilin considefing -
applications for grants and sponsorship as is deemed appropriate within the
budget established by the Town Council forthat purpose. -

To monitor and review, as appropriate, the geographical distri__butibn of grants
. and sponsorship. ' o - .

" To éonsidef allthe financing and design of any Town Count:'il.jéépital projects

acting within its .dgl_e-g_qted authority as defined by financial regulation 3.6.

Acting under fult delegated authority (in accordance with the Local Government
Act 1972) to exercise the functions of the Town Councit by

monitoring the expenditure (in accordance with financial regulation 3.6.) and
progress all capital projects within the budget established by the Town Council.

The Committee may appoint advisory committees that relate to the above terms
of reference at any times as are necessary.

The Committee may (in accordance with Town Council Standing Orders),

appoint non-voting representatives whose experience or knowledge may be
of benefit to the Town Council or the committee.
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12.  Acting under full delegated powers (in accordance with the Local Government
Act 1972}, to oversee service level agreements and evaluate the outcomes in
accordance with agreed criteria for those purposes.

13.  Acting under full delegated powers (in accordance with the Local Government
Act 1972) to review all Town Council Policies were appropriate.

14.  Acting under full delegated powers {in accordance with the Local Government
Act 1972) to consider additional Town Council Policies (when and if required).

15. Acting under delegated authority, to considerand approve expendit"ure from the
Mayor’s Charity Fund, where such funds. are held by the Council for the purpose
of chantable/communzty support '_"unng the Mayor s.¢ivic year, and where such
expenditure is w1th|n the cr:tena set out in the Counc:l’s Fmanmal Regulations.

Reviewed .....oovvcvseeearennns _ p22



Item 8

KNOWSLEY TOWN COUNCIL

To: The Chairperson and Members of the Finance and General Purposes Committee
Meeting: 10 February 2026

Rebort of the Clerk of the Council and Responsible Financial Officer

Adoption of Mayor’s Charity Fund Policy and Community Grants and

Donations Policy
1. PURPOSE OF THE REPORT

To seek Members’ approval for the adoption of two governance policies:

° The Mayor’s Charity Fund Policy, and
& The Community Grants and Donations Policy.

These policies are intended to strengthen transparency, accountability, and
- consistency in'the managemerit of charitable fu ndraising and grantgiving.

2. RECOMMENDATIONS i. L
Members l}j;lre asked to:

a}, Approve and adopt the Mayor’s Charity Fund Policy, and
b} Approve and adopt the Community Grants and Donations Policy.

3. REPORT
3.1. Mayor’s Charity Fund Policy:

The Mayor’s Charity Fund supports local charitable, and community causes during the
Mayor’s term of office. While fundraisigg activities have historically taken place, the
adoption ofa formal policy provides a clear framework for:

a) Separation of the Mayor’s Charity Fund from the Council’s general funds
b} Proper financial controls and record-keeping

¢} Defined roles and responsibilities for the Mayor and the Clerk/RFQ

d) Clear arrangements for income, expenditure, and year-end reporting

The policy ensures that all funds ralséd are managed transparently and in line with audit
expectations and Proper Practices. :
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3.2. Community Grants and Donations Policy:

The Councit receives requests for financial support from local voluntary and community
organisations. The Community Grants and Donations Policy establish a consistentand
transparent approach to:

a) Eligibility and assessment criteria

b} Application requirements and decision-making processes

c) Delegated authority to the Finance & General Purposes Committee or Full
Council ' : .

d) Use of Section 137 of the Local Government Act 1972, where no other
statutory power exists .

e) Monitoring and record-keeping arrangements

Adoption of this policy supports fairness, audit compliance, and reputational protection for
the Council.

Legal and Governance Considerations

a) Section 137, Local Government Act 1972 allows councils to make
. .grants.for.the benefit of the community, subject to the annual. - ...
spending limit per elector. ; ’

b) The Accounts and Audit Regulations 2015 require councilsto - -
maintain effective internal control'and proper accounting records.

c) The Practitioners’ Guide 2025 (SAPPP) identifies the adoption of
clear financial policies as evidence of compliance with Proper
Practices. ,

d) Clear policies reduce the risk of challenge, inconsistencgy, or “we’ve
always done it this way” decision-making.

Financial Implications

a) The Mayor’s Charity Fund is ringfenced and does not form part of the
Council’s general revenue budget.

b) Grants and donations will be awarded only within approved budgets
set by Council. . |

¢} No financial commitment arises from the adoption of these policies
alone.




8.

Item 8

Risk Management

Failure to adopt clear policies could result in:

a) Inconsistent decision-making -
b) Audit recommendations
c) Reputational risk

Adoption of these policies mitigates these risks by providing clarity and
accountahility. .

APPENDICES-ATTACHED

» Appendix 7. - Mayor’s Charity Fund Policy
e Appendix 8: - Community Grants and Donations Policy

Jane Thomas ~ Clerk of the Council and Responsible Financial Officer
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KNOWSLEY TOWN COUNCIL

To: The Chairperson and Members of the Finance and General Purposes

Commitiee

Meeting:10 February 2026

3.1.

3.2,

Repaort of the Clerk ofth:e Council and Responsible Financiat Officer

REVIEW AND ADOPTiON OF UPDATED FINANCIAL REGULATIONS

2025/26

PURPOSE OF THE REPORT

The purbose of this reportis to present for Members’ approval the revised Financial
Regulations for the 2025/26 financial year, updated to reflect current operational practices
and internat controls.

. RECOMMENDATIONS

Members are asked to:

', a) Approve the updated Financial Regulations for the 2025/26 financial year.
b) Note the addition of Sections 6A, 9A and 14A as enhancements to the
* Council’s internal financial conirols.

REPORT

In accordance with Regulation 6 of the Accounts and Audit Regulations 2015 and Section 3
of the Practitioners’ Guide (2025 edition), the Town Council must regularly reviewand
update its Financial Regulations to ensure compliance with legislative requirements and
best practice.

i

Followiﬁg an internal review by the Clerk/RFO, the Financial Regulations have been
updated to include three additional sections for the 2025/26 financial year.

Key'Additions to the Financial Regulations.sections have been added:

a) 6A-Corporate Payment Card Use A
This new section sets dut the procedures and controls for the use of the
coungcit's corporate payment card, including transaction limits (£1,000 per
purchase, £2,000 monthiy), reconciliation and audit checks.
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b} 9A-Mayor’s Charity Fund _
This section establishes internal controls over the collection, management
and disburserent of funds associated with the Mayor’s Charity, ensuring
funds are accounted for separately and used for their intended charitable
purpose. ‘

¢) 14A-Community Grants and Donations . ‘
This section introduces financial governance controls relating to the
awarding of community grants and donations, including policy comptiance,
authorisation, documentation and Section 137 considerations.

4. APPENDICES-ATTACHED

"~ « Appendix 9: Financial Regulations 2025/2026

Jane Thomas - Clerk of the Council and Responsible Financial Officer
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Item 10

KNOWSLEY TOWN COUNCIL

To: The Chairperson and Members of the Finance and General Purposes Committee
Meeting: 10 February 2026

Report of the Clerk ofthe Council and Responsible Financial Officer

ADOPTION OF ANTI-FRAUD /CORRUPTION & RESERVES POLICIES AND
- APPROVAL OF THE UPDATED DATA PROTECTION POLICY

1. PURPOSE OF THE REPORT

1.1 The purpose of this report is to present to Members for consideration and approval:

a) The adoption of a new Anti-Fraud and Corruption Policy
b} The adoption of a hew Reserves Policy

1.2 These actmns form part of the Councﬂ’s system of internal control and govemance and
support compizance with statutory requrrements and best practlce

2. RECOMMENDATIONS
Members are asked to:

a) Adopt the Anti-Fraud and Corruption Policy as presented
b) Adoptthe Reserves Policy as presented '
¢} Approve the updated Data Protection Policy
~d) Confirm that all three bolicies will be reviewed annually
o)
3. REPORT -

3.1 Under the Accounts and Audit Regulations 2015, the Council is required to maintain
effective arrangements for:

e  management

¢ Internal control

e  Financial Risk management

»  Compliance with relevant legislation
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3.2 The Practitioners’ Guide 2025 (SAPPP} requires councils to be able to demonstrate,
appropriate policies and procedures in order to answer “Yes” to key assertions within the
Annual Governance and Accountability Return (AGAR), in particular:

a) Assertion 1 - Financial Management

b} Assertion 2-Internal Control

¢) Assertion 3~ Compliance with Laws and Regulations
d} Assertion 5 - Risk Managerment '

4. Anti-Fraud and Corruption Policy\ {(NEW)

4.1 Anew Anti-Fraud and Corruption Policy has been drafted and is presented to Members for
adoption. ,

The policy:

a) Confirms the Council’s zero-tolerance approach to fraud and corruption
b} Defines responsibilities of Members, officers, and auditors

c) Sets out clear procedures for reporting, investigation, and response

d) Supports the Council’s Financial Regulations and Risk Management

o Tramework

4.2 Adoption of this policy strengthens the Council's intemai conirot environment‘and
provides clear evidence for AGAR Assertion 2 (Intemnal Control). ' '

5. Reserves Policy (NEW)

A new Reserves Policy has been drafted and is presented to Members for adoption.

The policy:

»  Explains why the Council holds reserves

e  Distinguishes between General and Earmarked reserves

e Sets out how reserve levels are reviewed and justified

=  Supports long-term financial planning and precept stability

The adoption of a Reserves Policy supports:

e  AGAR Assertion 1 (Financial Management)
e AGAR Assertion 5 (Risk Management)

and provides transparency to Members, auditors, and residents.

6. Data Protection Policy (UPDATED)

An updated Data Protection Policy is presented to Members for approval.
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The updated policy: -

¢ BReflects the UK GDPR and Data Protection Act 2013
e (Clarifies roles, responsibilities, and data handling requirements
»  Confirms that the Council does not process Special Category or Criminal

Offence data
e  Sets out clear procedures for data security, breaches, and Subject Access

Requests

The update ensures continued compliance with legal obligations and supports AGAR
Assertion 3 ({Compliance with Laws and Regulations).

7. APPENDICES -ATTACHED

Append‘ix 10; Anti-Frad and Corruption Policy
Appendix 11: Reserves Policy
Appendix 12: Data Protection Policy

* Jane Thomas - Clerk of the Council and Responsible Financial Officer
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Item 11

KNOWSLEY TOWN COUNCIL
To: The Chai'rperson and Members of the Finance and General Purposes Committee
Meeting: 10 February 2026

Report of the Clerk of the Council and Responsible Financial Officer

REVIEW AND ADOPTION OF INFORMATION TECHNOLOGY, DIGITAL
USE & SOCIAL MEDIA POLICY

1. PURPOSE OF THE REPORT

To seek approval from the Commiitee to adopt an updated and consolidated Information
Technology, Digital Use & Social Media Policy for Knowsley Town Council.

The revised policy incorporates recent enhancements to strengthen internal controls,
cybersecur:ty res:llence and dlgrtal govemance arrangements ensurmg futl compliance

2. RECOMMENDATIONS

Members are asked to:

a) APPROVE the updated Information Technology, Digital Use & Social
- Media Policy as appended to this report.
b} NOTE that, upon adoption, this policy will supersede and replace the
Council’s previous IT, Acceptable Use and Social Media policies.

3. PORT
3.1 Regulatory and Governance Context

The Councit is required to demonstrate effective digital and data governance under
Assertion 10 {Digital & Data Compliance) of the SAPPP Practitioners’ Guide 2025, as part of
its Annual Governance and Accountability Return (AGAR).

A review of the Council’s existing arrangements identified a need to:

a) Reduce duplication across multiple IT-related policies

b) Clarify responsibilities for Members and Officers

¢) Strengthen controls around cybersecurity, equipment uses and data
protection
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3.2 Summary of Poli

Item 11

nhancements

In addition to consotidating existing IT and social media guidance, the updated policy now:

a)
b)

Applies clearly to Members, Officers, contractors and authorised users
Covers IT equipment ownership, issue, return and disposal

Includes explicit arrangements for data backup and business continuity
Clarifies that use of Council IT systems may be monitored for security,
audit and compliance purposes

Strengthens controls around passwords, access management,
personal devices (BYOD) and remote working

Reinforces obligations under UK GDPR, the Data Protection Act 2018
and the Freedom of Information Act 2000

Provides clear guidance on social media use, reputational risk and
online conduct

References the Council’s Service Level Agreement with Knowsley
Metropotitan Borough Council for IT services

3.3 Benefits of Adoption

Adoption of the updated policy will:

Strengthen the Council’s system of internal control

Provide clear evidence to support a positive response to AGAR '
Assertion 10

Reduce operational and reputational risk associated with digital activity
Improve understanding and compliance among Members and Officers
Simplify the Council’s Policy Register by consolidating related
documents

4. APPENDICES - ATTACHED

¢ Appendix 13: Information Technology, Digital Use & Social Media Policy
» . Appendix 14: Knowsley Metropolitan Borough Council - Acceptable Use of IT Palicy (for

reference)

Jane Thomas ~ Clerk of the Council and Responsible Financial Officer
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KNOWSLEY TOWN COUNCIL

To: The Chairperson and Members of the Finance and General Purposes Committee

Meeting: 1'0 February 2026

Report of the Clerk of the Council and Responsible Financial Officer

ADOPTION OF A SCHEME OF DELEGATION

BACKGROUND

To explain the purpose and importance of a Scheme of Delegation, and to recommend
that the Finance & General Purposes Cornmittee formally recommends the adoption of
the Scheme of Delegation by Full Council as a core governance document.

Members are asked to:
‘a) Approve the Scheme of Delegation as a core governance document.

b} Recommend the Scheme of Delegation to Full Council for formal
adoption.

REPORT |

A Scheme of Delegation is a formal document made under Section 101 of the Local
Government Act 1872, which sets out:

a) Which decisions are reserved to Full Council

b) Which decisions are delegated to Committees

¢) Which decisions are delegated to the Town Clerk / Proper Officer
~d) Which decisions are delegated to the Responsible Financial Officer

It provides clarity on who has authority to act, the limits of that authority, and the
requirement to report decisions back to Members.
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4, WHYTHE COUNCIL MUST ADOPT A SCHEME OF DELEGATION

4.1 Governance and Internal Control

The adoption of a Scheme of Delegation is recognised as best practice for parish and
town councils and forms part of an effective system of mternai control, as requxrad by the
Accounts and Audit Reguiations 2015.

The SAPPP Practitioners’ Guide 2025 expects councils to be able to demonstrate:

a) Ctlear decision-making authority
b} Defined officer responsibilities
c) Appropriate financial and operational controls

Aformally adopted Scheme of Delegation provides this assurance,

4.2 Audit And AGAR Requirements

Internal and externat auditors routinely expect councils to have a formally adopted
Scheme of Delegatmn as ewdence supportlng

a) AGAR Assertion 2 - that the Council maintained an effective system of

internal controt
b) AGAR Assertion 6 - that internal audit arrangements are adequate

and effective

Without a formally adopted Scheme, the Council risks adverse gudit comments ar
recommendations. :

4.3 Clarity, Accountability And Protection

The Scheme of Delegation:

a) Protects Members, by ensuring officers act only within agreed authority

b) Protects officers, by providing clear limits and expectations’ '

) Reduces the risk of decisions being taken without authority

d) Improves transparency by requiring delegated decisions to be reported
back to Members

Delegation does not remove Member control — it ensures decisions are taken tawfully,
sfficiently, and with accountability.

4.4  Relationship With Other Governance Documents

The Scheme of Delegation operates in conjunction with, and must be read alongside:



a) Standing Orders
b} Financial Regulations
c} Approved Council policies

All delegated decisions must:

a) Comply with the Financial Regulations
b) Remain within approved budgets and limits
¢} Bereported to Members as reguired

This creates a coherent and robust governance framewaork.
4.5 Consequences Of Not Adopting A Scheme

If the Council does not formally adopt a Scheme of Delegation, there is a risk that:

a
b

Decisions may be taken without clear legal authority

Officers may inadvertently act beyond their remit

Essential actions may be delayed between meetings
JInternal.or external audit may raise governance concerns

12
oo

These risks are avoidable through formal adoption.

4.6 The Scheme of Delegation is a fundamental governance document that supports lawful
decision-making, strong internal control and effective administration. Its formal

adoption ensures clarity, accountability and compliance with audit and regulatory
expectations.

5. APPENDICES - ATTACHED

e Appendix 15-Scheme of Delegation

Jane Thomas - Clerk of the Council and Responsible Financiat Officer
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APPENDIX7

Knowsley Town Council

Mayor’s Charity Fund Policy

Adopted: ....oioiiniiiinin
Review Due: 12/02/2028

1. Purpose

To ensure the transparent and responsible management of the Mayor’s Charity Fund,
which is used to support local charitable causes during the Mayor’s term of office.

2. Scope

This policy applies to the Mayor Clerk/RFO and any ofﬂcers or volunteers involved in
the collection, handlmg, or dlstnbutlon ef funds racsed under the Mayor s Charity
banner. : ”

3. Key Principles - '.

. The Mayor s Chanty Fund is separate from the Councﬂ’s generalfunds
« Funds are used exclusively for charitable/community benefit purposes.
« Al _fn_ce.m_e and expenditure must be accounted for and recorded. .

4. ResponSIbllztle

« The Mayor shall nominate the beneficrary or beneﬂcsanes su b;ect to Councll _
noting or endorsement. '

« The Clerk/RFO will maintain a ded;cated mcome/expend:ture record

» Bank transactions must go through'the Council’s account but be identified
clearlyas Mayor s Charity.

5.lncome

. Fundralsmg events donatlons and sponsorshlp must be recerpted and banked
promptly, -

e Cash handling should be msn:mlsed and, where necessary, counted in the
presence of two individuals.

6. Expenditure

e Al purehases must be approved by the Clerk/RFO.
» Surplus funds may be retained or rolled forward at year-end for future mayoral
terms only with Council approval.

7. Reporting

« A summary report will be presented at the end of each mayoral year.
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APPENDIX 8

Knowsley Town Council

Community Grants and Donations Policy

Adopted: ., .-
Review Due 12/02/2028

1. Purpose

To provide a framework for the fair and transparent awarding of grants and donations to
organisations that benefit the residents of Knowsley.

2. Eligibitit
Applications are invited from:

¢ Localvoluntary and community organisations
» Charities and not-for-profits delivering public benefit
s Events or initiatives that align with the Council’s priorities

3. Funding Criteria

* Applicants must demonstrate a clear community benefit,

e Grant applications must inctude supporting documentation (project budget, bank
- details, constitution). -

* Grants are normally limited to one per organisation per financial year.

4. Decision Making :

* Allgrants are approved by delegated committee Finance &General—Purpose or Fult
Council, based on recommendations by the Clerk/RFO.
« Payments must be made by BACS/cheque - not cash.

5. Section 137

Where no spebific power exists, grants may be made under Section 137 of the Local
Government Act 1972, subject fo the statutory spending limit per etector,

6. Monitoring

* Recipients may be required to submit a photo of outcomes.
» The Clerk/RFO will maintain a grant log
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1.

1.1

1.2

1.3

1.4

1.5

1.6

21

2.2

2.3

3.1

GENERAL:

These Financial Regulations shall govern the conduct of the financial
transactions of the Town Council and shall only be amended or varied by
resolution of the Town Council.

The Responsible Financial Officer is the Clerk of the Council. They shall be
responsible for the proper administration of the Town Council’s financial
affairs.

The Clerk of the Council shall be responsible for the production of financial
management information.

A motion permanently to vary or revoke a Financial Regulation shallwhen
proposed and seconded, stand adjourned without discussion to the next
ordinary meeting of the Town Council.

Every contract whether made by the Town Council, committee or Clerk of
the Council shall comply with these Financial Regulations. No exception to
these Financial Regulations shall be made otherwise than by direction of the
Town Council unless those contracts are not covered by these Financial
Regulations.

When applications are made to waive Financial Regulations relating to
contracts to enable a tender to be negotiated without completion, the
reason shall be embodied in a recommendation to the Town Council.

ANNUAL ESTIMATES:

Detailed estimates of income and expenditure of revenue services and
receipts and payments on capital accounts shall be prepared each year by
the Clerk of the Council.

The Town Council shall review the estimates not later than the end of
February in each year and shall recommend the preceptto be levied for the
ensuing financial year. The Clerk of the Council shall supply each elected
member with a copy of the approved estimates.

The annual capital and revenue budgets shall form the basis of financial
control for the ensuing financial year.

BUDGETARY CONTROL:

The Clerk of the Council may incur revenue expenditure beyond the amount
allocated in the appropriate revenue budget. when such expenditure occurs,
the sum required must be initially vied from other revenue budgets.
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3.2 The Clerk of the Council may incur expenditure (subject to consultation with
the Chairperson of the Town Council or the Vice-Chairperson of the Town
Council) on behalf of the Town Council necessary to carry out repair,
replacement or other work which is of such extreme urgency that it must be
done at once, whether or not there is any budgetary provision for the
expenditure, subject to a limit of £2,500. The Clerk of the Council shall
report the action to the next meeting of the Town Council.

3.3 Where expenditure is incurred within Financial Regulations 3.1 and 3.2 and
the sum required cannot be met from virements made elsewhere within the
approved budget, the Clerk of the Council has delegated authority to fund
such expenditure from Town Council reserves.

3.4 The Clerk of the Council shall provide the Town Council with a quarterly
statement of income and expenditure to date of the approved annual
revenue and capital budgets, showing potential under/overspends.

3.5 Underspends in the revenue budget shall not be carried forward to a
subsequent year unless approved by the Town Council.

3.6 No expenditure shall be incurred in relation to any capital project entered
into or tender accepted involving expenditure on capital account unless the
Town Council is satisfied that it is contained in the rolling capital programme
and the necessary capital funds are available, or the requisite borrowing
approval can be obtained.

4. ACCOUNTING AND AUDITING:

4.1 All accounting and financial records of the Town Council shall be
determined by the Clerk of the Council as required by the most recent and
up to date national guidelines and appropriate legislation.

4.2 The Clerk of the Council shall be responsible for completing the annual
accounts of the Town Council as soon as practicable after the end of the
financial year and shall submit them and report thereon to the Town
Council.

4.3 The Clerk of the Council shall be responsible for maintaining an adequate
and effectrve system of internal audit and risk management of the Town
Council’s accounting, financial and other operations in accordance with the
mostrecent and up to date national guidelines and appropriate legislation.

4.5 The Clerk of the Council is responsible for submission of the Annual Return
to the appointed external auditor, following Town Council approval and
acceptance of the yearly statement of accounts and assurances.
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4.6 In accordance with the Accounts and Audit Regulations 2015, all individual
items of expenditure exceeding £500, including those authorised under
delegated authority, will be published on the Town Council website.”.

4.9. In accordance with the Local Government Transparency Code (2014),
the salaries of senior staff will be posted on the Town Council website.

5. BANKING:

5.1 The Town Council’s banking arrangements shall be made by the Clerk of the .
Council and approved by the Town Council.

5.2 Cheques drawn on the bank account shall be signed by the Clerk of the
Council and two other duly authorised signatories.

6. PAYMENT OF ACCOUNTS:

6.1 Apart from petty cash payments, all payments shall be made by cheque or
other order drawn on the Town Council’s bankers.

6.2 All invoices for payment shall be examined, verified and certified by the
officer issuing the order. Before certifying an invoice, the officer shall satisfy
themselves that the work, goods or services to which the invoice relates
have been carried out, examined and approved. Invoices for payment must
be stamped and signed by the officer as a sign of certification.

6.3 Duly certified invoices shall be passed to the Clerk of the Council who shall
examine them in relation to arithmetical accuracy and authorisation and
shall code them to the appropriate expenditure heading. They shall take all
possible steps to settle all invoices submitted and which are in order within
30 days of their receipt.

6.4 When they are satisfied that the invoices are in order, the Clerk of the
Council shall verify the final certification.

6.5 The Clerk of the Council shall maintain a petty cash float to a limit of £300
for the purpose of defraying operational expenses. All petty cash
transactions must be supported by receipts. All receipts should contain a
VAT element wherever possible.

6.6 Income received must not be paid into the petty cash float but must be
separately banked, as provided elsewhere in these Financial Regulations.

6A. CORPORATE PAYMENT CARD USE




6A.1

6A.2

6A.3

6A.4

6A.5

6A.6

7.

71

7.2

8.1

8.2

8.3

8.4

The use of a corporate payment card (procurement card) shall be authorised
by Full Council and assigned to the Clerk/RFO only.

The corporate card shall have a maximum single transaction limit of
£1,000, and a monthly credit limit of £2,000. These limits may be reviewed
annually by the Finance & General Purposes Committee.

The card shall only be used for council-related purchases where no other
method of payment is practical or efficient (e.g. online purchases, travel
bookings, or emergencies).

All transactions must be supported by receipts, and a monthly statement
must be reconciled by the RFO and reviewed by the Chair of Finance (or
another designated councillor).

The card must not be used for personal expenditure under any
circumstances.

Misuse of the corporate card shall be considered a disciplinary matter and
referred to Full Council for review.

PAYMENT OF WAGES AND SALARIES:

The payment of all wages and salaries shall be made by the Clerk of the
Council from the current account in accordance with clock cards and
payroll records.

All clock cards shall be certified as to accuracy by or on behalf of the Clerk
of the Council.

LOANS AND INVESTMENTS:

All loans and investments shall be negotiated by the Clerk of the Councilin
the name of the Town Council and shall be for a short period of time (i.e.
maximum thirteen months) in accordance with Town Council policy.

All investments of money under the control of the Town Council shall be in
the name of the Town Council.

All borrowings shall be in the name of the Town Council.

All investment certificates and other documents relating thereto shall be
retained in the custody of the Clerk of the Council.




8.5 Any financial arrangement which does not require formal borrowing approval
from the Secretary of State, such as hire purchase or leasing of tangible
assets, shall be subject to approval by Full Council. A report in writing shall
be provided to Full Council in respect of value for money for the proposed
transaction.

8.6 All loans and investments shall be negotiated in the name of the Council and shall
be for a set period in accordance with the Council’s Annual Investment Strategy
which shall be reviewed by Full Council annually, and be in accordance with
relevant Regulations, proper practices and guidance.

9. INCOME:
9.1 The collection of all sums due to the Town Council shall be the responsibility

of and under the supervision of the Clerk of the Council.

9.2 The Town Council will review all fees and charges annually, following a
report by the Clerk of the Council.

9.3 Any bad debts shall be reported to the Town Council.

9.4 All sums received on behalf of the Town Council shall be banked by the
Clerk of the Council or an authorised employee. In all cases, receipts shall
be deposited with the Town Council’s bankers with such frequency as the
Clerk of the Council considers necessary.

9.5 Areference to the related debt, or otherwise, indicating the origin of each
cheque, shall be entered on the paying in slip.

9.6 Every amount of cash received on behalf of the Town Council shall be
acknowledged at once by the issuing of an official receipt.

9.7 Personal cheques shall not be cashed out of money held on behalf of the
Town Council.

9A. MAYOR'’S CHARITY FUND:

9A.1 Where the Mayor undertakes fundraising activities during their civic year for
charitable or community purposes, the funds raised may be held within the
Town Council’s bank account and administered by the Responsible
Financial Officer (RFO) as aring-fenced fund, titled the Mayor’s Charity
Fund.

9A.2 Allincome and expenditure relating to the Mayor’s Charity Fund shall be
accounted for separately from the Council’s general budget and shall not be
considered part of the Council’s precepted income.
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9A.3 Expenditure from the Mayor’s Charity Fund shall only be made:

(a) Onthe recommendation of the Mayor.

(b) Where the payment benefits a community group, charity, or cause
operating within the local area.

(c) Where sufficient funds are available in the Mayor’s Charity Fund.

9A.4 The Clerk/RFO is authorised to make payments of up to £500 per transaction
from the Mayor’s Charity Fund, provided:

A written request or invoice has been received from the recipient
organisation.

(a) The paymentis made directly to the recipient’s bank account.
(b) The transaction is reported to the next meeting of Full Council.

9A.5 Expenditure exceeding £500 or proposed for new beneficiaries not previously
identified must be approved by resolution of Full Council or the Finance and
General Purposes Committee, in line with the Committee's delegated
authority.

9A.6 No payments shall be made in cash or to personal bank accounts under any
circumstances.

9A.7 A summary report detailing all income and expenditure from the Mayor’s
Charity Fund shall be presented to Full Council at the end of each civic year.

9A.8 Any unspent balance in the Mayor’s Charity Fund at the end of the Mayor’s
term shall be disposed of in accordance with a resolution of the Town
Council. '

10. ORDERS FOR WORK, GOODS AND SERVICES:

10.1 An official order or letter shall be issued for work, goods or services unless a
formal contract is to be prepared, or an official order would be
inappropriate. Copies of orders issued shall be maintained and a copy
attached to all invoices for payment.

10.2  Officers are responsible for obtaining best value at all times. An officer
issuing an official order is to ensure as far as reasonable and practicable
that the best available terms are obtained in respect of each transaction.
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11.1.

11.2

11.3

1.4

12.

12.1

12.2

13.

13.1

13.2

13.3

14.

14.1

STORES AND INVENTORIES:

Staff working at Town Council premises are responsible for the care and
custody of stores and equipment in that section. Items with an original
purchase price of over £500 will be recorded in the Asset Register.

‘Delivery notes must be obtained in respect of all goods received into store
and goods must be checked as regards quality at the time delivery is made.

Stocks should be maintained at the minimum levels consistent with
operational requirements.

The Clerk of the Council is responsible for the annual check of items
recorded in the Asset Register.

PROPERTIES, ESTATES AND ASSETS:

The Clerk of the Council is responsible for the custody of all title deeds of
properties owned or leased by the Town Council. The Clerk of the Council
shall ensure a record is maintained of all the properties owned or leased by
the Town Council, recording the location, extent, plan, references, purchase
details, nature of interest, tenancies granted, rents payable and purpose for
which held.

All property or single assets with a value of over £1,000 shall not be sold,
leased or otherwise disposed of without the authority of the Town Council.
For the purposes of disposal, asset valuation will be calculated at original
purchase price less 10% per annum depreciation from the date of
acquisition.

INSURANCE:

The Clerk of the Council shall affect all insurances and negotiate all claims
onthe Town Council’s insurers.

The Clerk of the Council shall give prompt notification to the insurers of any
alterations affecting existing policies.

The Clerk of the Council shall keep a record of all insurances effected by the
Town Council and the property and risks covered thereby and annually
review it.

EXCEPTIONS TO FINANCIAL REGULATIONS:

The Clerk of the Council is delegated the responsibility for securing

contracts as follows:




14.A

14A.1

14A.2

14A.3

14A.4

14A.5

14A.6

(a) The supply of gas, electricity, water, sewerage, refuse and
telecommunication services.

(b) Specialist services such as provided by solicitors, accountants,
surveyors, planners, designers, consultants any other professional
advisors.

(c) Work to be executed for goods, works or services to be supplied which
constitute an extension of an existing contract of the Town Council.

(d) Work to be executed for goods, works or services to be supplied which
consist of repairs to or parts for existing machinery, equipment or plant.

(e) The purchase of goods and materials which are proprietary articles
and/or which are sold only at a fixed price.

(f) Work to be executed for goods, works or services to be supplied which
consist of repairs, maintenance or enhancement to land and buildings
either owned or leased by the Town Council.

COMMUNITY GRANTS AND DONATIONS

The Council may award grants or donations to local organisations or
individuals in accordance with its Community Grants Policy and subject to
relevant statutory powers (including, where applicable, Section 137 of the
Local Government Act 1972).

All grant applications shall be submitted on the official Town Council
application form and assessed against the approved eligibility criteria and
budget availability.

The Finance and General Purposes Committee shall have delegated
authority to approve grants up to £500, subject to an annual grants budget
approved by Full Council.

No grant shall be paid for expenditure incurred prior to approval, nor for
ongoing running costs unless clearly justified.

The Council reserves the right to require evidence of expenditure (e.g.
receipts or financial reports) and may reclaim any unspent or misused grant
funds.

The RFO shall maintain a record of all approved grants, and a report shall be
presented annually to Full Council summarising all awards made.

i




15.

15.1

15.2

15.3

16.

16.1

16.2

16.3

16.4

17.

17.1

CONTRACT VALUATION:

Where itis intended to enter into a contract exceeding £5,000 for the supply
of goods, works or services (other than those instances detailed in
paragraph 14.1), the Clerk of the Council shall invite tenders from three
firms.

Where itis intended to enter into a contract of less than £5,000 the
Chairperson of the Town Council and the Clerk of the Council shall have
executive power.

Where it is intended to enter into a contract of less than £2,500 the Clerk of
the Council shall have delegated power.

INVITATION TO TENDER:

Such invitation to tender shall state the general nature of the intended
contract and the Clerk of the Council shall obtain the necessary technical
assistance to prepare the specification as appropriate. The invitation shall
state that tenders must be addressed to the Clerk of the Council and the last
date by which such tenders should reach the Clerk of the Council by post.
Each tendering firm shall be supplied with a specifically marked envelope in
which the tender is to be sealed and remain sealed until the prescribed date
for opening tenders for that contract.

All sealed tenders shall be opened at the same time on the prescribed date
by the Clerk of the Council (or the properly authorised deputy) in the
presence of at least one member of the Town Council.

If less than three tenders are received for contracts valued over £5,000 or if
all tenders are identical, the Town Council may make such arrangements as
it thinks fit for procuring the goods or services or executing the works.

The Town Council shall not be obliged to accept the lowest of any tender.

INTERESTS:

If any member has a personal or prejudicial interest in any contract,
proposed contract or tender submission, he shall, while it is under
consideration by the Town Council, withdraw from the meeting unless the
interest is trivial or:

(a) The disabilityimposed upon them by those sanctions has been
removed by the Borough Council or relevant legislation, or

(b) The Town Council invite them to remain, or

-10-




(c) The contract, proposed contract or tender submission is under
consideration as part of the report of a committee and is not itself the
subject of debate.

17.2 The Clerk of the Council shall record in a book to be kept for the purpose,
particulars of any notice given by any member or employee of the Town
Council of a personal or prejudicial interest in a contract, and the book shall
be open during reasonable hours of day for the inspection by any member.

17.3 If any member has a prejudicial interest, he shall, having declared it, be
invited to withdraw from the meeting.

17.4 If a tenderer for any contract with the Town Council is to their knowledge
related to any member of the Town Council or Town Council employee, they
and the person to whom they are related shall disclose the relationship in
writing to the Clerk of the Council. A tenderer who fails to do so shall be
disqualified from consideration, and, if appointed may be subject to
contract termination without notice. The Clerk of the Council shall report to
the Town Council or the appropriate committee any such disclosure. The
Clerk of the Council shall make the purport of this Financial Regulation to
every tenderer.

18. CANVASSING OF AND RECOMMENDATIONS BY MEMBERS AND EMPLOYEES:

18.1 Canvassing of members or employees, directly or indirectly for any contract
awarded by the Town Council will disqualify the tenderer from
consideration. The Clerk of the Council shall make the purport of this
Financial Regulation known to every tenderer.

18.2 A member or employee of the Town Council shall not solicit for any tenderer
under consideration by the Town Council or recommend any tenderer for
contract award.

19. REVISION OF FINANCIAL REGULATIONS:

19.1 It shall be the annual duty of the Town Council to review the Financial
Regulations and to make such recommendations as the Town Council
considers are required.

20. FINANCIAL REGULATIONS TO BE GIVEN TO MEMBERS:

20.1 A printed cop'y of these Financial Regulations shall be given to all members
after the Annual General Meeting of the Town Council.

o




21.

21.1

INTERPRETATION:

In these Financial Regulations, words imparting one gender shall include
both genders and the singular includes the plural and vice-versa.

=4D=




=3
.

> o p ow N

M

9A.
10.
1.
12.
13.
14.
14.A
15.
16.
17.
18.

19.
20.
21.

Index

GENERAL - pg. 2
ANNUAL ESTIMATES- pg. 2
BUDGETARY CONTROL - pg. 2
ACCOUNTING AND AUDITING - pg. 3
BANKING - pg.4
PAYMENT OF ACCOUNTS - pg 4
CORPORATE PAYMENT CARD USE - pg. 5
PAYMENT OF WAGES AND SALARIES - pg. 5
LOANS AND INVESTMENTS - pg.5
INCOME - pg. 6
MAYOR’S CHARITY FUND - pg. 6
ORDERS FOR WORK, GOODS AND SERVICES - pg. 7
STORES AND INVENTORIES - pg. 8
PROPERTIES, ESTATES AND ASSETS - pg. 8
INSURANCE - pg. 8
EXCEPTIONS TO FINANCIAL REGULATIONS - pg. 8
COMMUNITY GRANTS AND DONATIONS - pg. 9
CONTRACT VALUATION - pg. 10
INVITATION TO TENDER - pg. 10
INTERESTS - pg. 10
CANVASSING OF AND RECOMMENDATIONS BY MEMBERS AND EMPLOYEES —
pg. 11
REVISION OF FINANCIAL REGULATIONS - pg. 11
FINANCIAL REGULATIONS TO BE GIVEN TO MEMBERS - pg. 11
INTERPRETATION - pg. 12

-13 -




Knowsley Town
- Council

Antl Fraucl and
Corruptlon

Adopted: .o,



Index

. Policy Statement - pg. 1

.Scope—-pg. 1

. Qur Anti-Fraud Objectives -pg.1

. Preventing Fraud a‘nd'.Cbrrup.tiori - pg. 2

. Reporting and Whisﬂeblowmg “pg2
. [nves‘tigatioh..'and Response-pg.2

. Monitoring an'd. :Review -pg.3

. Related Documents - pg. 3



APPENDIX10

Knowsley Town Council

Anti-Fraud and Corruption Policy

Adopted: . "
Review Due 12/02/2027
Applies to: Councillors, Staff, Contractors & Volunteers

1. Policy Statement

Knowsley Town Councit is commltted 1o the hlghest standards of honesty, integrity and
transparency We will not tolerate fraud or corrup’uon in afhy form’ and w;lttake robust action
against anyone who attempts to abuse publlc funds or counml resources N

This policy sets out the counc:l 8 approach to preventlng, detectmg, and respondmg to fraud
and corrupt:on whether attempted frorm within or outside’ the orgamsation

This potlcy appttes to

-
L]
[ ]

It Govers:.

L

*

'Members {Counc;llors)

Council employees (mcludmg contractors and temporary staff)
Volunteers e
Any thlrd partles actmg on behalf of the Councu

Theft
Bribery -

. Corruption . © -

Forgery :

Misuse of assets

False accounting .~
Deception (e.g. false claims or invoices)

3. Qur Anti-Fraud Objectives

We aim to:

L

Promote a culture of zero tolerance to fraud and corruption
Maintain robust internal controls to prevent and detect fraud

~ Encourage whistleblowing and reporting of concerns
Investigate suspicions promptly, fairly and consistently

Take appropriate disciplinary, civil or legal action



4. Roles and Responsibilities

! Role 1! ' .. Responsibility :
Council QOversees fmanczat controls and governance; adopts pollcy
Clerk/RFO implements internat controls, reports irregularities, maintains proper records

Members & Staff | Must act with integrity, report suspicions, follow Financial Regulations

internal Auditor |Reviews effectiveness of controls and advises on fmprovements

5. Preventing Fraud and Corruption
Fraud prevention is embedded in ’theCoUncil’-s:

+ Financial Regulations -

« Procurement procedures

« Segregation of duties

« Bankreconciliation and budget monltormg
s Asset management ‘and payroll controls

Training and awareness are provuded 1o staff and members where appropnate

6. Reporting and Whistleblowing

Anyone who sUsp'eéts fraud, corruption, or wrongdoing must report it immediat:e"ly'to:

Town Clerk & RFO -jane. thomas@knowsleytowncouncn gov.uk

if the concern involves the Clerk, it should be reported to the Mayor or Chair of the Gounc;l

Whistleblowers will be protected from victimisation or reprisal, in accordance with the Public
Interest Disclosure Act 1998. '

Anonyrmous reports will be considered, but action may be limited if evidence is lacking.

7. Investigation and Reép‘o-nse ;

» Allegations will be assessed by the Clerk and/or Mayor and, if appropriate, referred to
the Internal Auditor, Monitoring Officer, or Police. '

e Investigations willbe confidential, impartial, and evidence based.
« Where fraud is proven, the Councit will take action which may include:

o Disciplinary procedures

o Civitrecovery of funds

o Policereferral '

o Reporting to external auditors and insurers



8. Monitoring and Review

* The Clerk will maintain a fraud incident log (even if nit returns).
» The policy will be reviewed annually as part of the Council’s risk management process.
* Qutcomes will be reported in confidence to the Council where appropriate.

9. Related Documents

» Financial Regulations

» Code of Conduct for Members

* Employee Disciplinary Policy

* Risk Management Policy

+  Whistleblowing Poticy

» Practitioners’ Guide 2025 (Assertion 2)

Adopted by Knowsley Town Councit on: -

Minute Reference: ' .
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Knowsley Town Council

Reserves Policy

e o] o] (=Te KRR
Next Review Due: 12/02/2027

1. Purpose

This policy outlines the Council’s approach to managing its reserves, ensuring they are held at
an appropriate level and used responsibly in line with statutory responsibilities and best
financial practice.

2. Types of Reserves
a. General Reserve

This is an unallocated balance held to cover unexpected expenditure or emergencies. It acts as
a financial safety net.

b. Earmarked Reserves

These are funds set aside for specific projects, future liabilities, or known commitments. They
may be built up over several years and must be reviewed regularly. - - ;

3. Statutory and Regulatory Context
This policy is aligned with:
e The Accounts and Audit Regulations 2015

e The Practitioners’ Guide 2025 (SAPPP) - specifically Assertion 1 (financial
management) and Assertion 5 (risk management) of the Annual Governance Statement.

4. Target Resefve Levels

a. General Reserve

The council aims to hold between 3- and 12-months’ net revenue expenditure, as advised by
the Practitioners’ Guide. -

e Forsmaller councils with limited income streams, 6 months is considered prudent.
e Forlarger councils or those with seasonal cash flow, a higher buffer may be justified.

The precise amount will be reviewed annually as part of the budget-setting process.'
b. Earmarked Reserves
These will be established by resolution of the Council and may include (but are not limited to):

e FElection costs



s Playarea refurbishment

¢« Assetreplacement

e Community infrastructure
e Legal contingencies

Each reserve must have:.
e Aclear purpose
+ Anopening balance
s Any ptanned contribut:ons or use

¢ Areviewdate

5. Use of Reserves -

» General reserves may only be used with Councsl approval and should not be used to
fund ongoing expendrture unless asa temporary measure white alternat;ve fundmg is

sought.
« Earmarked reserves must only be used for the purpose they were created Any change
in purpose must be approved by resolution of the Councit. :

8. Monitoring and Review

controland risk assessments
» Reserve movements will be reported to Council through budget monltormg reports and the

year—end accounts.

7. Transparenc

All reserve batances will be reported as part of the Annual Governance and -Acoou__ntabiiity
Return (AGAR): . R

« Line 7~ Balances carried forward

» Line9-Fixed assets and long-term investments
Supporting explanations may be published on the Council’s website to ensure
transparency to residents. ' '

8. Policy Review
This policy will be,re\riewed annually or in response to significant changes in:
« The Council’s risk profile

+ Thefinancial environment
e Statutory guidance

Approved by Council on:
Minute reference:
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Knowsley Town Council

'Data Protection Policy

Adopted: ..
Review Date 12/02/2027
Applies to: Councillors, Staff, Contractors & Volunteers

1. Purpose

This policy sets out how Knowsley Town Council complies with its legal obligations under the
UK General Data Protection Regulation (UK GDPR} and the Data Protection Act 2018. It
ensures personal data is collected, used, stored and deleted securely and lawfully.

2. Scope

This policy applies to: _
e All Counciliors and Co-opted Members -
« Allemployees and volunteers
 Contractors and third parties who process data on behalf of the Council

It applies to all personal data held in any format: dlgttal written, email, photos, recordings or
CCTV (if applicable).

3. Roles and Responsibilities

a) Data Controller

Knowsley Town Council is the Data Cont[’otler. The Clerk acts as the key point of contact for
data matters.

b) All Users
Councillors, staff and voiunteerhs must:

s Handle data lawfully, fairly, and transparentty

o Only use data for authorised purposes

s Keep data accurate and up to date

« Storeit securely and not retain it longer than necessary
» Reportany breaches or incidents immediately

4. The 6 Data Protection Principles
All processing of personal data must comply with the following principles:

i..awfulness, fairneés and transparency

Purpose limitation — used only for specified lawful purposes
Data minimisation - only what is necessary

Accuracy - kept up to date

el A
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5. Storage limitation - not kept longer than neéded

6.

Integrity and confidentiality — kept secure

5. Lawful Basis For Processing

Knowsley Town Council will only process personal datawhere a lawful basis applies under
Article 6 of the UK GDPR.

The Council primarily relies on the following lawful bases:

Public task - where processing is necessary to carry out the Council’s statutory and
governance functions ‘ ‘

Legal obligation — where processing is required by law (e.g. financial records,
employment, FOI)

Contract - where processing is necessary to futfil contractual obligations (e. g staff,
contractors, hirers)

Consent will only be used where no other tawful basis applies and will not be assumed or
implied. Where consent is relied upon, it wm be c{eariy recorded and may be W|thdrawn at any

time.

6. Special Category and Criminal Offenc_e Data

Knowsley Town Council does not process Special Category or Criminal Offence data as
defined in the Data Protection Act 2018. '

Should this position change in the future, the Council will ensure an Appropriate Policy
Document {(APD} is adopted in line with Schedule 1 of the Act and processmg will be
limited to lawful conditions only.

7. Data Rights of individuals

Allindividuals have the right to:

*

*

*

Be informed {via privacy notices)

Access their data (Subject Access Requests)
Request rectification or erasure

Restrict or object to processing

Data portability (rare for councils)

Requests must be acknowledged and responded to within one calendar month.

8. Subject Access Recquests {SARs)

Requests must be made in writing {including email) and submitted to the Clerk. The Council

must:

L

Confirm identity
Respond within one month .
Supply a copy of the personal data held {unless exempt)
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9, Data Breaches

Any personal data breach must be:
» Reported immediately to the Clerk
» Investigated and, if necessary, reported to the Information Commissioner’s Office
({CO) within 72 hours
All breaches must be documented.

10. Data Retention and Disposat

The Council follows its Document Retention Policy and NALC guidelines. Personal data will
not be kept longer than necessary.

When no longer needed, personal data will be:
+ Shredded (paper)
» Securely deleted (digital)

11. Data Sharing and Third Parties

Data may only be shared with:
« Third parties named in a privacy notice
+ Public bodies when legally required (e.g. HMRC, Electoral Services)
« Contractor’s processing data on behalf of the Council (must sign a data processing
agreement) '

12. Use of Emai‘l andIT

« Council email addresses must be used for official business

¢ Sensitive data should not be sent unencrypted

» Data stored digitally must be password-protected

« Councillors must avoid storing personal data on personal devices without approval

13. Website, Social Media and Public Information

+ The Council’s website must display a Privacy Notice and appropriate contact details
» Public-facing forms (online or print) must explain how personal data will be used
» Social media messages may contain personal data and must be managed accordingly

14. Training and Awareness

o All staff and Members must receive data protection guidance
+ New users will receive induction and access to the policy
+ Ongoing awareness will be promoted by the Clerk/RFO

15. Monitoring and Review

This policy will be reviewed annually or sooner if required by law or operational changes.
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Knowsley Town Council

INFORMATION TECHNOLOGY, DIGITAL USE &

SOCIAL MEDIA POLICY

Approved by Councilon: .................
Review Date: 12/02/2028
Applies to: Alt members, officers, and authorised users

Purpose

The purpose of this policy is to ensure that alt Enformatlon Technology {IT}, digital
systems, data and social media platforms used by Knowsiey Town Council are used
legally, securely, respons:bly and professmnally :

This policy protects_.. -

2.

The Council’s data and information

The Council’s reputation

Compliance with legal and regulatory requlrements
Members_ and Officers using digital systems

Scope

This policy applies to:

Elected and co-opted Members
The Clerk/RFO and all staff oo
Contractors volunteers and authorised thlrd parties

It ooVers:

3.

Council-owned IT equipment and systems

Personal devices used for Council business (BYOD)
Emait, digital communications and cloud systems
Social media and online engagement

Handling of personal and confidential data

Legal & Regulatory Frameworlk

This policy supports compliance with:

UK General Data Protection Regulation (UK GDPR)
Data Protection Act 2018
Freedom of Information Act 2000
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e Public Sector Bodies (Websites and Mobile Applications) Accessibility
Regulations 2018

« Accounts and Audit Regulations 2015

« SAPPP Practitioners’ Guide 2025 — Assertion 10 (Digital & Data Compliance)

4. Acceptable Use
All users must:
« Use Council IT systems for official Council business only
« Actlawfully, professionally and respectfully at all times
+ Protect confidential and personat information
« Follow this policy and any related procedures
Users must not:
. Access or. dlstnbute offenswe tllegel or mappropnate materlal

« Use Council systems for party poiitlcal purposes or prlvate busmess
. Brmg the Counéit mto d|srepute through dlgttal actwlty o

5, Email & Digltal Commumcat:on
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Personal emall aocounts (e g. Gmall Hotmall) must not be used
Sensitive or personal data must be encrypted or shared securely .
Users must notimpersonate others orimply authority they do not have

.

6..Passv\_Iords'&'A_ ccess Control

Strong; unigue passwords must be used and kept confidential -
'Devices must be locked when unattended
Login detalts must neverbhe shared

. Suspected breaches must be reported mmedsately to the Clerk/RFO

7. Cyb’e[sg curity - B

Users must: = : e
« Bevigilant against phlshlng and suspicious lmks
« Keep devices updated with antivirus and security patches
« Report cybersecurity incidents or data breaches immediately

The Clerk/RFO is responsible for coordinating any response, including reporting to the
ICO where required.

The Councit will ensure that appropriate arrangements are in place for the secure
backup of Council data and systems to support business continuity and data recovery
in the event of system failure, cyber-attack or data loss.
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8. Members’ Di‘gital Conduct & Responsibilities

Councillors have additional responsibilities under the Code of Conduct.

« Digital communications may create implied authority or legal obligations

« Misuse of IT systems or inappropriate digital conduct may be referred to the
Monitoring Officer

+ Members must take care when using email, messaging or online platforms in
their role as councillors

9. Use of Personal Devices (BYOD)

Personal devices may only be used for Ccunc;l busmess with approval from the
Clerk/RFO. e .

Requirements:

+ Devices must be password protected and secure ',
e« Council data must nct bé stcred permanently on personal dewces
« Council data must be deleted when no longer requrred

10. Remote Workmg

. Secure connectmns (e.g. VPN) must be used on public networks o
» De\nces must be always kept secure '

. Paper records must be stored and dlsposed of securely
« The same standards apply as 1f work;ng in the office

11;‘Data‘ Protectlon & Freedom of Infgrmat_rp_n-. o
Allusers must

. Handle perscnaldata lawfully, farrly and securely

s  Onlyshare data where authorised - : -

. "Ccmply wrth data retention and dlsposal requirements -

» Be aware that Ccunml mformaticn may: ba sub;ect tc FOI requeste

Subject Access Reqguests, data breaches and retentlcn matters must be referred to the
Clerk/RFQ.

12. Social Media Use (Council Accounts)

+ Ontyauthorised Members or Officers may post on behalf of the Council
« Content must be factual, neutral and professionat

+ Political content, arguments or inflammatory posts are not permitted

o Council accounts must be monitored regularly
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13. Personal Use of Social Media

When acting as a councillor:

» Users must not pring the Councilinto disrepute
« Confidential information must never be shared

"« Personal opinions must be clearly distinguished from Council business
» Online behaviour may still be subject to complaints or FOI

14. Training & Awareness

« Annual T and digital security training will be provided
» New Members will receive digital governance guidance
» Ongoing supportis available from the: Clerk/RFO _

15. Breaches & Enfo cement | '
Breaches of this poiicy may-réémt-in;' ey

. Dzsmpllnary actlon (staff) e
« Referraltothe Monitoring Officer (Members) -
. Reportmg to the Information Commissioner’s Office (ICO)

" Examples i'riém'dé::f
« Sharing passwords

» Misuse of systems : S
« Insecure handlmg of Council data '

Use of Counc:l IT'systems may be monitored or. reviewed where necess‘ary for s'ecur'ity, '
audit, investigative or compliance purposes in accordance with data protectlon
legistation. :

16. IT Equipment and Asset Manégemgnt

Al Council-owned IT equipment, including Laptops, tablets, mobile phones and
storage devices, remains the property of Knowsley Town Council at all times.

IT equipment must be used only by the individual to whom it is issued and must not
be shared. :

All equipment must be returned immediately upon request, or when a Member
leaves office, an employee leaves employment, or access is withdrawn.

The Clerk/RFQ is responsib{e for maintaining an inventory of Council IT equipment
and ensuring its secure issue, return and disposal.
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16. Use of Borough Council IT Systems

Where [T services are provided under a Service Level Agreement with Knowsley
Metropolitan Borough Council, users must also comply with the Borough’s Acceptable
Use of IT Policy. ‘

17. Review

This policy will be reviewed annually or sooner if legislation, technology or Councit
operations change.

Agreed by Knowsley Town Council on:

Minute Reference:
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IT GOVERNANCE
Subject CYBER SECURITY POLICY
Author Wayne Wiegand Applicable | Council Employees /
' : Cyber Security Manager | to Contractors /
Agency / Volunteers
/ Interns
Approved By John Fairclough Version 2.2
‘ ' ‘|Headof IT Issue Date | October 2025
Review Date | July 2026

1.4

1.2
13
14

1.5

1.6

Infroduction

A cyber securily incident can have a major impact on an organisation for extended periods
of time. For the cournicil, this can range from minor reputational damage and the cost of
restoring systems from backups fo major incidents such as loss of network and
infrastructure services, leaked sensitive / personal information, enforcement action, fines
and significant reputational damage.

This Cyber Security Policy outlines the councils objectives, guidelines, and security

provisions, designed to protect its systems, services, and data in the event of a cyber-attack,
ensure compliance with a range of central government standards. .

The policy applies to all council staff, contractors, volunteers, and anyone else granted
permanent or temporary access to our network, applications, and hardware. It also covers
the physical, digital, and technical elements that are used to deliver IT services for the
council, including any third-party services.

The ’IT Service is responsible for implementing and maintaining this policy.

Employees are responsible for adhering fo this policy and reporting any security incidents.
This policy will be reviewed annuafty or in response to significant regulatory or technological
changeés. '

Risk Management

Cybersecurity risks is included in council’s strategic risk register and reported on to the
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5.
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Network security policies prevent the use of personal devices on the council’s network, or
any application or information contained on it, this includes Bring Your Own Device (BYOD).

User Responsibilities

5.1 Users are responsible for the securiy of their accounts and the data they access. If users

suspect their credentials may be compromised {e.g., after a phishing attempt), they must
change their password and inform the IT Service immediately.

5.2 Personal accounts must not be used for work purposes.

5.3 Device Security - to protect council-issued devices and data, users are required to:

53

54

5.5

5.6

s Screen Lock devices left unattended (CTRL + ALT + DEL and select Lock)
» Update operating systems and applications on devices when prompted by the IT

Service.
« Report lost or stolen equipment immediately to the IT Service.
» Change all account passwords if a device is lost or stolen and notify the IT Service

immediately.

* Report any suspected threats or security weaknesses to the IT Service and/or the '

Information Governance Team as appropriate.

Users must use strong passwords in line with current NCSC guidance and documented in
the council’'s password policy, see links below.

The council has implemented Multi Factor Authentication (MFA) for access 1o its data

network and the applications and information accessed through it. Wherever possable th!s
* is linked tor s:ng!e sign on (SS0) to maintain security. : a

if you do not have a work-lssued phone, you must use your personai phone for Multi-Factor
Authentication (MFA) because MFA is a critical security control that protects company
systems and data from-unauthorised access. Without MFA, accounts are significantly more
vuinerable to compromise through phishing, password theft, or brute-force attacks. Using
your personal phone ensures you can securely verify your ideniity when accessing
corporate resources, reducing the risk of data breaches and maintaining compliance with
security policies. If you choose not to enable MFA on your personal phone, your access to
the Council's IT resources will be limited to physical office locations only

Sharing Files - the council recognises the risks associated with sharing confidential data
and requires users to:

*  Be wary of emails that are in any way . susplczous request urgent or time fimited

actions
«  Verify emails for potential phishing or suspicious activity before clicking on any links,
- opening any attachmentis or responding. If in any doubt, check with known contact
details for the sender, not by replying to the email or using any contact details
contained within it.
«  Store files only on council-managed systems Do not send council files to personal
accounis _
« Before sharing any confidential or sensitive dafa, users must take steps to ensure the
recipient is legitimate and authorised to receive information.
+ Use encryption when sending any confidential information — Egress is available for all
Outlook users.
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IT GOVERNANCE
Subject - ACCEPTABLE USE OF IT POLICY
Author ' Wayne Wiegand Applicable | All Council
Cyber Security Manager | to - Employees /
: Contractors /
Agency /
Volunteers /
. Interns
Approved By John Fairclough Version 2.2
| - Head of IT Issue Date | December 2025
Review Date | July 2026

1.. Introduction

1.1 This Policy applies to all Employees of Knowsley Council, contractors, agency
and volunteers. It applies to the use of any Council provided information
technology device, service or data stored by electronic freans and should be
read alongside the Code of Conduct for Employees. For clarity, the term
""" “Employee” refers to any person (other than elected members of Knowsley: - -
Council) who has access to any element of Knowsley Council’s information
commiunications infrastructure, including but not limited to hardware, software
and data. The link for the Council's Code of Conduct for Employees can be

found in section 10.

1.2 Employees must be aware that non-compliance with this policy may place the
Council's IT infrastructure, and the data contained within it at serious risk and
may be referred to Human Resources under the disciplinary process as a
breach of the Code of Conduct for Employees. If non-compliance results in
personal data loss and/or unauthorised access to personal data, the matter
will constitute a data breach and may have to be referred by the Councils Data
Protection Officer to the Information Commissioner who can take enforcement
action against the council including fines of up ‘to £17.5 million. In certain
cases where a criminal offence is suspected, this may be referred for
investigation fo the police. -

2 Scope of Use

2.1 Council IT services, including but not limited to devices and applications are
provided to enable Employees to conduct their roles within the Metropolitan
Borough of Knowsley,
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before sending the email. Failure to do so could result in disciplinary action. A
link to the Councils FAQs for Egress is provided at section 10.

4.3 Electronic communications are not limited to email but include; Microsoft
Teams; text messages; WhatsApp; Twitter/X; other social media. All forms of
elecfronic communications can be easily forwarded and shared; therefore,
Employees must:

.- Adhere to the Council's Code of Conduct for all Employees when
dealing with confidential information

= Consider who has a legitimate right, under UK-GDPR legislation, to see
any information which they may have access to. Such information must
not be shared unless there is a legitimate reason for the recipient(s) to
access all the specific information. Advice should be sought from line
managers, heads of service or, if necessary, the information governance
team prior to sharing or transmission of any information (confidential or
otherwise) that you have any doubt about.

« Consider the reputational implications of their actions upon the Council

. and seek guidance where appropriate from their line managers or heads

. of service.

« Have permission from the author to forward or share any electronic
communication and/or non-publishéd documents to fellow Employees,
colleagues, officers or any other individual, group or organisation by any
means. : .

(Resources) or Head of Finance.

4.4 Employees must not store or download any information from Council provided
IT services to any non-Council approved IT device, external storage device,
including but not limited to USB drives, cloud storage, personal hardware,
personal email or other online accounts. If there is a requirement fo store any
information outside of the Council's secure network, approval must be sought
from the 1T Service and the Information Governance Team and if authorised
an enerypted USB device will be provided at cost.

45 Em;ﬂioyees must ensure'that any material used from any source complies with
copyright and other relevant fegislation. Council IT services must not be used
for any activity that may infringe copyright.

46 Itis possible that external parties may reasonably think that Employees have
the authority to negotiate or enter into an agreement on behalf of the Council.
Therefore, to avoid any misinterpretation, clarity must be sought from the
Scheme of Delegation to determine the correct authorisation routes before
using electronic communication.

47 The use of Artificial !nte-]ligenée (Al) for Council purposes is restricted to
CoPilot Chat which sits within the Microsoft 365 tenancy where use can be
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6.2 The Council has a defined password policy which must be followed to ensure
that strong passwords which cannot be easily guessed are in use. Further
information can be found in the Councils Password Policy in section 10.

6.3 Passwords must never be shared and if there is any concern that a password
has been compromised it must be changed immediately and the IT Service
informed, Passwords and usernames used for Council IT services must not
be used for personal or other business logins, also, they must not be written
down or shared with anyone.

6.4 Alongside passwords, the Council uses multi-factor authentication {(MFA). On
occasion MFA will ask you to use your smartphone to authenticate your login
to your laptop or vice versa. This is an easy and straightforward process that
provides an added layer of security.

8.5 If you do not have a work-issued Smartphone, you must use your personal
Smartphone for Multi-Factor Authentication (MFA) because MFA is a critical
security confrol that protects our systems and data from unauthorised access.
Without MFA, accounts are significantly more vulnerable to compromise
through phishing, password theft, or brute-force attacks. Using your
Smartphone for MFA ensures you can securely verify your identity when
accessing corporate resources, reducing the risk of data breaches and

' maintaining compliance with.security policies. If you choose not to enable
"""" " MFA on your Smartphone, your access to the Council's IT resources wili'be -

limited to physical office locations only.

6.6 The Council’s IT network and IT services running across it are monitored 24/7
by its cyber-security partners, If an alert is raised, it may. be necessary to
suspend access for a single or multiple device(s), user(s) or application(s).
Information will be circulated to those affected by such an action.

6.7 Phishing / scam emails and other forms of malicious electronic
communication are an easy means for cyber-criminals to obtain personal
information and/or infect equipment with computer viruses. Such attacks can
also be sent via text messages and through social media. Employees must
be cautious of emails and other forms of electronic communication. Points to
note include:

« Correspondence that seeks an urgent action, payment or response.
» Correspandence from unknown sources.

= Attachments and hyper-links.

+  When something just ‘doesn’t feel right’.

In such circumstances, if- possible, check with the sender of the
communication using known contact details, do not use the details in the
correspondence or reply to il. If necessary, contact the IT Service for advice.
It is better to be safe than sornry.
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compliance requirements ‘such as cyber security accreditations and
information security requirements under UK GDPR. All software must be
approved and installed via the IT Service.

7.5 You should avoid using public Wi-Fi as it is often unsecured, making it easy
for hackers to intercept your data and steal sensitive information like
passwords or banking details. Attackers can also create fake hotspots to trick
users into connecting. Since encryption on these networks is usually weak,
your anline activities are vulnerable to eavesdropping. A safer alternative is to
tether through your Smartphone.

8. Contractors, Agency and Volunteers Workers

8.1 All requests for IT equipment for contractors, agency staff, and volunteers must
be submitted via the IT Service Desk. Equipment will be allocated based on
the specific requirements of the role.

8.2 Equipment must be used solely for work related purposes. Workers must
comply with the Acceptable Use of IT Policy, including, no unauthorised
software installations. No personal use of devices unless explicitly permitted
anid adherence to data protection and cybersecurity protocols. ‘

8.3 Contractors, agency staff and volunteers must attend a handover session;
preferably on-site at the IT Service or at an agreed alternative location. This

systems function as expected. This includes:

« " Verifying login access and password functionality
« Ensuring Multi-Factor Authentication (MFA) is set up and working

correcily.
» Checking that essential applications are installed and accessible.

~» Providing an overview of our cyber security protocols and sign the
Contractors, agency staff and volunteers’ sign out sheet.

8.4 Contractors, agency staff and volunteers are responsible for keeping
' equipment secure and reporting any loss or damage immediately to council.

8.5 The Equipment must be returned at the end of the contract upon request by
the council in person or if agreed by the IT Service, secure courier.

8.6 A return checklist should be completed by the council, including physical
inspection. -

8.7 Coniractors, agency staff and volunteers may be held liable for loss or
damage due to negligence.
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SCHEME OF DELEGATION
INTRODUCTION
Section 107 of the Local Government Act 1972

Subject to any express provision contained in this Act or any Act passed after this Act,
local authority may arrange for the discharge of any of their functions: -

a) by a committee, a sub committee or an officer of the Town Council
b) by another local authority.
Delegation To a Committee Or Sub - Committees

Delegation to the following Sta nding Committees shall be in accord with their Terms of
Reference:

e Finance & General-Purposes Committee
e Human Resources Committee

e Events Committee.

Delegation To Officers

The Town Clerk (Proper Officer) shall be the Responsible Financial Officer to the Town
Council. Specific delegations to officers are set out below.

Delegated actions for officers shall be in accordance with Standing Orders, Financial
Regulations and this Scheme of Delegation and with directions given by the Town
Council from time to time.

Town Clerk / Proper Officer - Democratic Services

a. The Town Clerk is designated and authorised to act as the Proper Officer for the
purposes of all relevant sections of the Local Government Act 1972 and any
other statute requiring the designation of a Proper Officer.

b. As Proper Officer, to sign all documents on behalf of the Town Council including
the Summons to Elected Members to attend Town Council Meetings in
accordance with paragraph 4 and Schedule 12 of the Local Government Act,
1972
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The Proper Officer shall be responsible for signing all the Town Council’s Official
Notices and for sealing Town Council documents as set out in the Standing
Orders

. To receive declarations of acceptance of office

To retain a copy of every Town Cou ncittors’ Register of interests
To deal with dispensation requests from Members of the Town Council

Power to take appropriate steps to ensure the Town Council does not exceed its
powers. '

. The Clerk may convene a meeting of the full Town Councit for the election of a
" new Chairperson of the Town Council, occasioned by a casual vacancy.

The Clerk shall, onrequest, facilitate the mspectlon of the minute book by Local
Government eiectors

The Proper Officer 'shalt receive and _retaih copies of by laws made by other local
authorities in the area. o

The Clerk may authorise another officer or officers of the Town Councit to
exercise the powers of the Clerk in his/her absence, without removing the overall

responmb:hty ofthe Clerk for any such demsmns

The power to delegate any delegated powers and other powers to any member of
staff as appropriate.

Town Clerk / Proper Officer - Adminis'tfé‘tibh & Management

4.

All matters relating to the maintenance and operation of the Town Cocunuil
premises and land.

The day-to-day administration of services, together with routine inspection and
control

The Clerk may incur expenditure on revenue items below £2,500 on behalf of the
Town Council within the limits set out in the Financial Regulations and within
approved, except where emergency powers apply. All such expenditure shall be
reported to the Finance and General Purposes Committee and/or the Town
Council at the earliest opportunity.

The Clerk may incur expenditure on revenue items below £2,500 for the supply of
specialist services.

The Clerk is the managerfor all staff employed by the Town Council and is given
delegated powers to manage the Town Council staff in accordance with the Town
Council’s policies, procedures and budget

The authority to sanction and authorise payment of overtime in exceptional
circumstances.
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Power to authorise staff to attend relevant training courses provided the expense
can be met from approved budgets having taken into account the training neads
of the employees.

The power to identify own training needs and book onto relevant training courses
provided that the expense can be met from approved budgets

The Clerk/RFO is authorised to use the Council’s corporate payment card in
accordance with the Financial Regulations. Use of the card shall be subject to
the transaction and credit limits approved by the Council, with all transactions
supported by reéeipts, reconciled monthly and subject to member review.”

The Town Clerk is authorised to book training courses for members ofthe Town
Council and staff in accordance with the Training, Learning and Development
policy.

Responsible Financial Officer (RFO)

a.

e,

The RFO will be responsible for all financial records of the Town Councit and the
careful administration of its finances and-accounting procedures in accordance
with the Accounts and Audit Regulations in force at any given time and with the
policies and procedures set by the Town Council and within the law

The RFO shall ensure the approved precept is issued to the billing authority and

shall supply each member with a opy of the approved annual budget.

. The RFO will have_ the power to release any financial related report or document

to the Town Council or it's committees in discharge of the Responsible Financial
Officer responsibilities '

The RFO shall have delegated authority to authorise the payment of invoices
pursuant to paragraph 6.2 of the Town Council’s Financial Regulations.

Super}vision of volunteers in accordance with the Town Council policies

Consultants / Self Emglozed Contractars

Consultants or self-employed contractors engaged by the Town Council do not have any
delegation to make decisions or financial commitments on behalf of the Town Council.



